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NEW QUESTION: 1
A company is evaluating Amazon S3 as a data storage solution for their daily analyst report. The
company has implemented stringent requirements concerning the security of the data at rest.
Specifically, the CISO asked for the use of envelope encryption with separate permissions for
the use of an envelope key, automated rotation of the encryption keys, and visibility into when
an encryption key was used and by whom.
Which steps should a Solutions Architect take to satisfy the security requirements requested by
the CISO?
A. Create an Amazon S3 bucket to store the reports and use Server-Side Encryption with
Customer-Provided Keys (SSE-C).
B. Create an Amazon S3 bucket to store the reports and use Server-Side Encryption with AWS
KMS-Managed Keys (SSE-KMS).
C. Create an Amazon S3 bucket to store the reports and use Server-Side Encryption with
Amazon S3-Managed Keys (SSE-S3).
D. Create an Amazon S3 bucket to store the reports and use Amazon s3 versioning with
Server-Side Encryption with Amazon S3-Managed Keys (SSE-S3).
Answer: C
Explanation:
Explanation
Reference https://noise.getoto.net/tag/customer-stories/

NEW QUESTION: 2
The POODLE attack is an MITM exploit that affects:
A. SSLv3.0 with ECB mode cipher
B. SSLv2.0 with CBC mode cipher
C. SSLv3.0 with CBC mode cipher
D. TLS1.0 with CBC mode cipher
Answer: C
Explanation:

Explanation/Reference:
Explanation:
A flaw was found in the way SSL 3.0 handled padding bytes when decrypting messages
encrypted using
block ciphers in cipher block chaining (CBC) mode.
How To Protect your Server Against the POODLE SSLv3 Vulnerability On October 14th, 2014, a
vulnerability in version 3 of the SSL encryption protocol was disclosed. This vulnerability,
dubbed POODLE
(Padding Oracle On Downgraded Legacy Encryption), allows an attacker to read information
encrypted
with this version of the protocol in plain text using a man-in-the-middle attack.
Although SSLv3 is an older version of the protocol which is mainly obsolete, many pieces of
software still
fall back on SSLv3 if better encryption options are not available. More importantly, it is possible
for an
attacker to force SSLv3 connections if it is an available alternative for both participants
attempting a
connection.
The POODLE vulnerability affects any services or clients that make it possible to communicate
using
SSLv3.
Because this is a flaw with the protocol design, and not an implementation issue, every piece of
software
that uses SSLv3 is vulnerable.
To find out more information about the vulnerability, consult the CVE information found at
CVE-2014-3566.
What is the POODLE Vulnerability?
The POODLE vulnerability is a weakness in version 3 of the SSL protocol that allows an attacker
in a manin- the-middle context to decipher the plain text content of an SSLv3 encrypted message.
Who is Affected by this Vulnerability?
This vulnerability affects every piece of software that can be coerced into communicating with
SSLv3. This
means that any software that implements a fallback mechanism that includes SSLv3 support is
vulnerable
and can be exploited.
Some common pieces of software that may be affected are web browsers, web servers, VPN
servers, mail
servers, etc.
How Does It Work?
In short, the POODLE vulnerability exists because the SSLv3 protocol does not adequately
check the
padding bytes that are sent with encrypted messages.
Since these cannot be verified by the receiving party, an attacker can replace these and pass
them on to
the intended destination. When done in a specific way, the modified payload will potentially be
accepted by
the recipient without complaint.
An average of once out of every 256 requests will accepted at the destination, allowing the
attacker to
decrypt a single byte. This can be repeated easily in order to progressively decrypt additional
bytes. Any
attacker able to repeatedly force a participant to resend data using this protocol can break the

encryption
in a very short amount of time.
How Can I Protect Myself?
Actions should be taken to ensure that you are not vulnerable in your roles as both a client and
a server.
Since encryption is usually negotiated between clients and servers, it is an issue that involves
both parties.
Servers and clients should should take steps to disable SSLv3 support completely. Many
applications use
better encryption by default, but implement SSLv3 support as a fallback option.
This should be disabled, as a malicious user can force SSLv3 communication if both
participants allow it as
an acceptable method.

NEW QUESTION: 3
An employee in the administrative department of Smiths Consultants Inc. finds out that the
expiry date of a contract with one of the clients is earlier than the start date. What type of
measure could prevent this error?
A. Availability measure
B. Organizational measure
C. Integrity measure
D. Technical measure
Answer: D
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