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NEW QUESTION: 1
Joe, a penetration tester, is tasked with testing the security robustness of the protocol between
a mobile web application and a RESTful application server. Which of the following security
tools would be required to assess the security between the mobile web application and the
RESTful application server? (Select
TWO).
A. Network enumerator
B. Password cracker
C. Vulnerability scanner
D. Reconnaissance tools
E. HTIP interceptor
F. Jail broken mobile device
Answer: C,E
Explanation:
Communications between a mobile web application and a RESTful application server will use
the HTTP protocol. To capture the HTTP communications for analysis, you should use an HTTP
Interceptor.
To assess the security of the application server itself, you should use a vulnerability scanner.
A vulnerability scan is the automated process of proactively identifying security vulnerabilities
of computing systems in a network in order to determine if and where a system can be
exploited and/or threatened. While public servers are important for communication and data
transfer over the Internet, they open the door to potential security breaches by threat agents,
such as malicious hackers.
Vulnerability scanning employs software that seeks out security flaws based on a database of
known flaws, testing systems for the occurrence of these flaws and generating a report of the
findings that an individual or an enterprise can use to tighten the network's security.
Vulnerability scanning typically refers to the scanning of systems that are connected to the
Internet but can also refer to system audits on internal networks that are not connected to the
Internet in order to assess the threat of rogue software or malicious employees in an enterprise.
Incorrect Answers:
A: A jailbroken mobile device is a mobile device with an operating system that has any built-in
security restrictions removed. This enables you to install software and perform actions that the

manufacturer did not intend. However, a jailbroken mobile device is not a suitable security tool
to assess the security between the mobile web application and the RESTful application server.
B: Reconnaissance in terms of IT security is the process of learning as much as possible about a
target business usually over a long period of time with a view to discovering security flaws. It is
not used by security administrators for security assessment of client-server applications.
C: Network enumeration is a computing activity in which usernames and info on groups,
shares, and services of networked computers are retrieved. It is not used to assess the security
between the mobile web application and the RESTful application server.
F: A password cracker is used to guess passwords. It is not a suitable security tool to assess the
security between the mobile web application and the RESTful application server.
References:
http://www.webopedia.com/TERM/V/vulnerability_scanning.html

NEW QUESTION: 2
A vendor contacts you about an unpaid invoice. You verify that check was printed and mailed
one month ago. Because the check has not been received by the vendor, you need to reissue a
check to the vendor.
Which action should you perform?
A. Create a reversing entry by using the General journal form, and then reissue the payment.
B. Reverse the payment from the Vendor transaction report from, and then reissue the
payment.
C. Process a payment reversal from the Checks from, and then reissue the payment.
D. Void the check from the original payment journal, and then reissue the payment.
Answer: C

NEW QUESTION: 3
Which of the following would best describe a Concealment cipher?
A. Hiding data in another message so that the very existence of the data is concealed.
B. Every X number of words within a text, is a part of the real message.
C. Permutation is used, meaning that letters are scrambled.
D. Replaces bits, characters, or blocks of characters with different bits, characters or blocks.
Answer: B
Explanation:
When a concealment cipher is used, every X number of words within a text, is a part
of the real message. The message is within another message.
A concealment cipher is a message within a message. If my other super-secret spy buddy and I
decide our key value is every third word, then when I get a message from him, I will pick out
every
third word and write it down. Suppose he sends me a message that reads, "The saying, 'The
time
is right' is not cow language, so is now a dead subject." Because my key is every third word, I
come up with "The right cow is dead." This again means nothing to me, and I am now turning in
my decoder ring.
Concealment ciphers include the plaintext within the ciphertext. It is up to the recipient to
know
which letters or symbols to exclude from the ciphertext in order to yield the plaintext. Here is
an
example of a concealment cipher:
i2l32i5321k34e1245ch456oc12ol234at567e

Remove all the numbers, and you'll have i like chocolate. How about this one?
Larry even appears very excited. No one worries.
The first letter from each word reveals the message leave now. Both are easy, indeed, but many
people have crafted more ingenious ways of concealing the messages. By the way, this type of
cipher doesn't even need ciphertext, such as that in the above examples.
Consider the invisible drying ink that kids use to send secret messages. In a more extreme
example, a man named Histiaeus, during 5th century B.C., shaved the head of a trusted slave,
then tattooed the message onto his bald head. When the slave's hair grew back, Histiaeus sent
the slave to the message's intended recipient, Aristagoros, who shaved the slave's head and
read
the message instructing him to revolt.
The following answers are incorrect:
A transposition cipher uses permutations.
A substitution cipher replaces bits, characters, or blocks of characters with different bits,
characters or blocks.
Steganography refers to hiding the very existence of the message.
Source: WALLHOFF, John, CBK#5 Cryptography (CISSP Study Guide), April 2002 (page 1).
and also see:
http://www.go4expert.com/forums/showthread.php?t=415

NEW QUESTION: 4
What are key capabilities of the HP Software IT Operations Management solutions area that
help customers meet their business goal of reducing IT operational expenditure (OpEx)? (Select
two.)
A. consolidating events and automatically correlating
B. monitoring from Windows or Linux based management platforms
C. rapid testing and release of new application versions
D. monitoring SLA targets
E. orchestrating run-book tasks and processes
Answer: C,D
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